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Context

¢ Systems development life cycle:

new necessities and problems

A

Necessity
or problem

Deployment
and utilization

A 4

A 4

A 4

Analysis Design Implementation

testing feedback

¢ Network and services testbeds (informal definition):

» infrastructure platform used to experiment with
networking systems and technologies under
controlled conditions that often resemble those

g1l found in production networks SVMPCH|
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Testbed example: 6to4 network laboratory

IPv6 (no 6to4)

H -
ssA__J R641 ()
Esssssssmmsmmas ..:.s ....................
10.0.0.32/30 10.0.0.36/30
(/RTZ !.31 %
10.0.0.0/30 2 5
A7, 21

Requirements:
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Testbed management solution
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Virtualization in testbeds

¢ Virtualization techniques allow to execute multiple virtual machines over
a physical host (Ex.: KVM, Xen, VMware, User Mode Linux, etc.)

¢ Combined with the use of virtual emulated networks allow the creation
of Virtual Network Scenarios (VNS)

» Following a user-defined topology
» Possibly including connection to external equipment and networks

VNS Physical Host

Internet

Real testbed scenario

Internet

,¢ Several tools available to manage VNS:

qir . - - .
T GNS3, Netkit, MNL, Marionnet, VNUML, etc. PSAVRII\E?EQB"
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VNUML Operation Workflow

VNX user

Direct
interaction

VNX parser (e.g., console,

= invocation SSH, etc.)
=
- “/

= Ne

= Net2 Net3
e (T 0
building
Scenario
Design <vnx>
= = =
<vm name=vm1> command §
<vm name=vm2> - sequence = a0
» =<1 SZ
execution En
</vnx> \\:
0
Virtual
NN
\_/ ) Network N
Scenario Specification releasing Scenario Physical
Using VNX language and a: k / host
* Graphical editor (VNXGUI)
P " XML editor Scenario Management
{ / / / VNX processes scenario specification @
o and creates/releases it over the hosts s VM 1’
UPM and helps on command execution FARIS 2\59"
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VNS Specification Language (1)

R1 R2

<?xml version=“1.0"” encoding=“UTF-8"?7>
<vnx>

(global definitions: <global>)

(virtual networks definitions: <net>)

(virtual machine definitions: <vm>)
</vnx>

it :
A SVMpP|
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VNS Specification Language (ll)

¢ Global definitions and networks H2
e
S1

Nett1 _ Net2 __ Net3
10.0.0.0/24 10.0.1.0/24 10.0.3.0/24

<vnx> o %

<global> R1 R2
<simulation_name>cinco_vms</simulation_name>

<vm_defaults>

</vum_defaults>
</global>

<net name=“Net1” mode=*virtual_bridge” />
<net name=“Net2” mode=*virtual_bridge” />
<net name=“Net3” mode="virtual_bridge” />

it p
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VNS Specification Language (lll)

¢ Virtual machines (end-systems) P!
Net1 Net2 Net3 S1
10.0.0.0/24 10.0.1.0/24 10.0.3.0/24

<vm name=“H1"> §
<if id=“1" net=“Net1”><ipv4>10.0.0.1/24</ipv4></if> é
<route type=“ipv4” gw=“10.0.0.3">default</route> R1 R2
</vm>
<vm name=“H2”>
<if id=“1" net=“Net2”><ipv4>10.0.0.2/24</ipv4></if>
<route type=“ipv4” gw=“10.0.0.3">default</route>
</vm>
<vm name=“$1">
<if id=“1" net=“Net3”><ipv4>10.0.2.2/24</ipv4></if>
<route type=“ipv4” gw=“10.0.2.1”>default</route>
</vm>

it
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VNS Specification Language (1V)

¢ Virtual machines (routers)

e

H2

2 -

Net1 — Net2
10.0.0.0/24 10.0.1.0/24

<vm name=“R1”> Ké
<if id="“1" net=“Net1”><ipv4>10.0.0.3/24</ipv4></if>
<if id=*2" net=“Net2”><ipv4>10.0.1.1/24</ipv4></if>
<route type=“ipv4” gw=“10.0.1.2”>10.0.2.0/24</route>
<forwarding type=“ip” />

</vm>

<vm name=“R2”>
<if id=*1" net="“Net2”><ipv4>10.0.1.2/24</ipv4></if>
<if id=2" net=“Net3”><ipv4>10.0.2.1/24</ipv4></if>
<route type=“ipv4” gw=“10.0.1.1">default</route>
<forwarding type="ip" />

</vm>

R2

Net3
10.0.3.0/24

ait
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Scalability

¢ Complexity of virtual scenarios supported dependant on:
» host resources (cpu, memory, disk, etc) available
» VMs resources demanded

¢ Need to distribute virtual machines over multiple hosts
to deploy bigger scenarios:

e Clusters of virtualization servers

¢« Need for mechanisms to interconnect virtual
machines in different hosts

» Requirements: transparency, efficiency, etc.

it £
oy SVrPI|
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EDIV: Distributed Architecture

<vnuml> Scenario specification

vm2
vm1

@ Neto  Nett  Net2” vm5

L AR

vm3 vm4

</vnuml>

> vm4  Net2 QNUML J«.. Deployment
.' NetO‘ Q\'UML "'\' Controler

Segmentation algorithms:
- Round-robin

- Weighted round-robin

- Explicit

API to develop new
algorithms

..... o X .
R S T Nesann, . / kN Segmentation

.................... e Module

Virtual bridges

VM Distribution

b

’
/

Ethernet Switches

hostl | vm1l

vm?2
vm3

/ / /’ /VLAN 802.1q (Net1) VLAN 802.1q (host-controller interface) host2 | vm4

IR SSH command Interface

s Jessll
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VNUML/EDIV Limitations

¢ Limitations of VNUML and EDIV tools:

= Only Linux virtual machines \
(User Mode Linux limitation)

Performance problems
Inability to manage virtual machines individually
Autoconfiguration and command execution limited

Distributed version (EDIV) limitations: manual
network configuration for disperse clusters, lack of
monitoring tools, etc

¢ All these limitations led us

redesign and rewrite VNUM
, . Create:
ait
UPM

http://www.dit.upm.es/vnuml
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VNX Objective

¢ Deployment of large VNS over distributed clusters
made of virtualization hosts and physical equipment

4 NODE 1 A
Cluster
Controller Virtualization

Cluster

dit L copmene | SYMPC]

UPM
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VNX Internal Architecture

vMAPI
Physical
Equipment
Plugin

Dynamips

Libvirt Plugin Plugin

libvirt

PE
manager

KVM Xen /Mware ... Dynamips

[Se888es

Virtual machines

Physical equipment

d .t \_ Experimentation Scenario )
e SYraessll

DIT-UPM, 2011 Systems and Virtualization Management Workshop (SVM11) — October 24th, 2011 15




Example scenario screenshot: 6to4

iones Lugares Sistema m » & Ty lun 9de may, 02:09 @ david (b

View Search Terminal Help y ona
version is 7, local router ID is 10.6.0.45 Archivo Editar Ver Imagen Ir Ayuda

des: s suppressed, d damped, h history, * valid, > best, i - internal,
/R Q Q Q :‘) c -@Editarimagen

r RIB-failure, S Stale
des: i - IGP, e - EGP, ? - incomplete

k Next Hop Metric LocPrf Weight Path
). .0.0.14 T
2.6/16 igggie [ ©© @ R60 - console #1
9.0/16 iggg;o File Edit View Search Terminal Help
10.0.0.14 o |BGP table version is 7, local router ID is 10.1.45.3 e
3.0/16 10.0.0.14 Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, /
10.0.0.10 r RIB-failure, S Stale
10.0.0.2 Origin codes: i - IGP, e - EGP, ? - incomplete \ /
7.0/16 10.0.0.14 \
ig-g-g-;e Network Next Hop Metric LocPrf Weight Path /
bl * 10.10.0.0/16 10.1.45.2 050321101
2016 19.9.9.14 - 10.1.45.1 0402110 i L
10002 *> 10.0.0.29 0321101 \//
3.0/16  10.0.0.14 * 10.20.0.0/16 10.1.45.2 050 3230201 N
.0.0.10 * 10.1.45.1 040 230 20 i \ - /\
*> 10.0.0.29 03230201 /
10.30.0.0/16 10.1.45.2 050 32301
- console #1 10.1.45.1 040 2 30 i \ /
10.0.0.29 032301
-console #11 - TR 10.40.0.0/16 10.0.0.29 035040 i ! / \
- console #1] S Stale * 10.1.45.2 0 50 40 i
USSP P, 7 - inconplete |*> 10.1.45.1 0 040 i / / \
. |* 10.50.0.0/16 10.1.45.1 0 40 50 i ——
- console #1] Metric |x 10.0.0.29 0350 i \ o
B 0 1k 10.1.45.2 0 0 50 i gy
] 0
console #11 * i10.60.0.0/16 10.60.1.2 0 100 0 i ) / \ 7/
. *> 0.0.0.0 [} 8 i
50 - console #1] 0 R60>D =N - \
- console #1] e ’ —

0 - console #1
b1 - console #1]

b41 - console #1] ! : 3 3 /

b43 - console #1] ) ! Lanux \ .
- console #1 v X it . . /
B - console #1]

- console #1] S \

- console #1

oot@tutatis 3 3212 x 2717 pixeles 490,3KiB 30%
¥ ) root@tutatis: ~/src % [QSynergy] &) Irstii-p5.png (PNG Imag... [ Irstii-p5.png
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% Implementation Details

¢ VNX is an open source tool (GPL) for the management of VNS based
on Virtual Networks User Mode Linux (VNUML)

¢ First beta version available at http://www.dit.upm.es/vnx with:

» libvirt support, tested with Linux (Ubuntu, Fedora, CentQS),
FreeBSD and Windows (XP and 7).

« Dynamips and Olive router emulation support
» Individual management of virtual machines

» General OVF-Environment-like autoconfiguration and command
execution mechanism for Windows, Linux and FreeBSD

» Plug-in architecture to allow extensions to VNX
» Improved distributed deployment support (EDIV)
» Library of root filesystems available

¢ VNX written in Perl (around 25000 lines of code); Windows autoconf
daemon in C++,

7/« ~40% of VNUML code reused with minor modifications pe
gut SVMRSH]
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Autoconfiguration and Command Execution

} <?xml version="1.0" encoding="UTF-8"?> =
¢ Based on OVF Environment «createcont>
. <vm name="vm4” >
a p p roac h s <filesystem type="cow” >rootfs_ubuntu</filesystem>
s <mem>128M</mem>
. A dynamlcally .Created CDROM <if id="1" net="Net1" mac=",fe:fd:00:00:04:01">
is offered to virtual machines <ipv4 mask="255.255.255.0">10.0.1.2</ipv4>
1 . </if>
W th . / <if id="2" net="Net2" mac=",fe:fd:00:00:04:02">
+« Initial configuration values <ipv4 mask="255.255.255.0">10.0.2.1</ipv4>
. </if>
+ Commands to execute and files <route type="ipv4" gw="10.0.1.1">default</route>
to copy <forwarding type="ip"/>
¢ Virtual machines run an O onts
Autoconfiguration and Comman ~
Execution Daemon (ACED) that: <command>
. <id>ubuntu-fYH3pA</id>
» Waits for CDROMs and, <filetree seq="start-www" root="/var/www/"
. user="www-data" group="www-data"
» Read XML files and process perms="644">conf/txtfile</filetree>
t h em <exec seq="start-www" type="verbatim"
ostype="system">service apache2 start</exec>
¢ ACED include auto-update </command> 7
anctionality
dir .
ij‘PM I§A‘£ISE ;3’ '
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Autoconfiguration and Command Execution (ll)

¢ Important effort dedicated to virtual machine autoconfiguration
and command execution

¢ OVF-Environment like CDROM based autoconfiguration is a general
approach, however:

e It is slow
» Interferes with CDROM OS autoexecute mechanisms

» Differences among operating systems and releases make the
development of ACED costly
4+ Tune and test for every OS and release

» Unidirectional: no feedback from the virtual machine

¢ Alternative mechanisms implemented based on a shared
filesystems and a serial line:

» Files copied to shared filesystem
» Simple signalling protocol over the serial line

J/J/ iy Implemented for Olive routers; being extended to otheb \’/A’As )
UPM PARIS k=¥
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EDIV Validation Scenario: MPLS VPN

~RRA2\

Site 2
Site 4 - -
N S =2
Network

ISIS Area
—— I _RRB2 L1A = anagement Center

RB2 RRARoute Reflector . )

HE gl sc1 =

=< 3 ] SC2
=< RRB1 =
Core MPLS
RB3 RB1 = o
~=a RRC2 —~ ISIS L2 [E SC3 EE sca

— - \

Site 6 (- “" ISP VPN scenario:
= I =< y/
- - 4 1D &3 RRDI « 16 CISCO routers

R « 6 Juniper routers
R « 6 Linux-based quagga routers

+ 16 hosts (Debian, Ubuntu,
~ WinXP, FreeBSD)

,/,/ / / — "+ Total: 44 virtual machines
UPM =N ol el §
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EDIV Validation Scenario: MPLS VPN

l! =<
- Isis A

rkM gmt
_A_rrs2
RRAT  Route Reflector

B2
=<
RRB1 - 2
=<
Core MPLS
1S L2 3

c¥a  RRC2 =< N sc
= 4

=< RB4

Site 6 RR
z \
yr =< A RRF1 |sls Area
< ¥ £15 RRD1 >
~ . L
— RRD2 > RRE1 Site 12

RRFZ
=3 RRE2
vy
@ 5

EDIV controller

EDIV Cluster

Management
- Network

—
—

VNX standalone 6 x Dell Optlplex 745;
server - Core 2 E6400 2.13 GHz
- 3GB of RAM
/ Sun Fire X4150:
gy - dual Xeon E5440 (2.83GHz) P
UPM -8 GB of RAM SYrapdll
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Conclusions

¢ VNX helps the management of testbed scenarios,
saving on equipment investment and management
resources

» Reusability of testbeds
» Facilitates sharing testbed infrastructures

¢ First version of VNX/EDIV successfully used in
university computer network laboratories

¢ Distributed version needs improvements to cope with
VMs heterogeneity

it €
4 Ivi/ SYrpCs|
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Future work

¢ Finish VNX GUI

¢ Complete and improve distributed cluster support:
» Improve cluster interconnection mechanisms (OpenvSwitch, TRILL?)
« Improve management of server heterogeneity

¢ Support dynamic scenarios: adding/releasing VMs and networks, VM
mobility (libvirt+Sheepdog?)

¢ Improve network emulation capabilities
¢ Integrate and test new virtualization platforms (i.e. VMware)
¢ New types of virtual machines (i.e. Android)
¢ Support the integration of physical equipment into testbeds (plug-in)
¢ Testbeds over the Cloud
¢ Full OVF Environment support
¢ New applications:
‘¢= Security: dynamic creation of (honeynets
gl Securiy: & roneynets =l
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Thanks for your attention!

Virtual Networks over limuX

http://www.dit.upm.es/ vnx



Additional Slides

dit =l
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Testbed Example: Firewalls

S1 $1 DMz
FW1
Internet i
bee nternet
SC1,5C2,SC3,5C4 Sucursales
e
S2 s2£] bmz > D%
sz 10.1.110.3/2";)’
PCs T
Re q u iS itOS : -/——--—:0.1.110.2030 o
« 14 Firewalls Linux (iptables ~ L s o
+firewall builder) s S|
* 10 routers routers quagga e / : .
4 servidores A ‘ o
« 14 PCs /
« Switches interconexion
« Gestion de configuraciones
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VNX Internal API

defineVM Defines a new virtual machine

undefineVM Undefines an existent virtual machine

startVM Starts a virtual machine

shutdownVM Shutdowns a virtual machine in an ordered way.

destroyVM Kills (switches off) a virtual machine

saveVM Hibernates a virtual machine (saves state to disk)

restoreVM Restores a virtual machine previously hibernated

suspendVM Suspends a virtual machine (saves state to memory)

resumeVM Resumes a previously suspended virtual machine

rebootVM Reboots a virtual machine (=shutdown+define+start)

resetVM Resets a virtual machine (=destroy+define+start)

executeCMD Executes a command inside the virtual machine
aut SYMEH|
UPM PARIS k=Y
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Use Examples

¢ Starting a VNS:

» vnx -f escenario.xml --create
¢ Accessing consoles:

» vnx -f escenario.xml --console -M vm1
¢ Executing commands:

» vnx -f escenario.xml --execute start
¢ Restarting a VM:

» vnx -f escenario.xml --reboot -M vm1
¢ Stopping/releasing the VNS:

» vnx -f escenario.xml --shutdown

gliy » vnx -f escenario.xml --destroy SUMEY]]
UPM PARISEY
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Example: tutorial_root1_all

H3 H4
H1 .H2 Windows FreeBS
Ubuntu Windows XP. - D
10.0.0.1 1o.o.o.2| Net1 Net2 | 10.0.2.2 10.0.2.3
Net0 l\ 10.0.1.1, l\10.o.1.2
10.0.0.3 R1 R2 10.0.2.1
Dynamips Linux UML
10.0.3.1|

Net3 1o.o.3.2|

@hl:~$ 1sb_release - - oL@ es 80X2:
Host ;-5 1sb release B es 802 evchvo gdtar ver Terminal Ayuda
. e

u
ntu 10.64.1 LTS RELEASE #0: Mon Jul
Jusr/src/sys/GENES

19 02:55:53 UTC 2010
RIC 1385

UPM SUMP ]|
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Example: tutorial_root1_all

42 Aplicaciones Lugares Sistema %)

13 Q david jue 30 de sep, 00:23

File View SendKey Help File View SendKey Help

€ Aplicaciones Lugares Sistema — .mre’ 29 de sep, 10:23 PM
File Edit View Terminal Help - . - - BN %

x root@tutatis Terminal
vnx@hl:~$ 1sb _release -a —
No LSB modules are available. 7 — 7 ro<v)t@tutua>tls./usr/share/vnx/examples 80x24
Distributor ID: Ubuntu ' : B lvnx@h4 /usr/home/vnx]$ uname -a
Description: Ubuntu 16.04.1 LTS i p Bl reeBsD h4 8.1-RELEASE FreeBSD 8.1-RELEASE #0: Mon Jul 19 02:55:53 UTC 2010
Release: 10.04 > dnx 1 arep Y Rt it PRI ‘[oot@almelda.cse.buffalo.edu:/usr/obj Jusr/src/sys/GENERIC 1386
Codename: lucid - i ' 2 R [vnx@ha /usr/home/vnx]$ []
vnx@hl:~$ | L e ,, .

ﬁ Applications Places System jue sep 30, 00:23

Archivo Editar Ver Terminal Ayuda

h2 - Vvirt Viewer -
File View Send Key Help
File View Send Key Help K 1 y y

]

Papelera de
reciclaje

3 |

2
—

Starting deferred execution scheduler: atd, écamng deferred execution scheduler: atd,
Starting periodic command scheduler: crond, Starting periodic command scheduler: crond,

Debian GNU/Linux squeeze/sid rl ttyd

Debian GNU/Linux squeeze/sid r2 tty0d
r1 login: [1

r2 login: ll

VNX - VNU... [ root@tutati... [root@tutat... @ hl-VirtVie... @ h2-VirtVie... m rl
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Sequr@: Dynamic Deployment of
Honeynets

Windows 7
138.4.7.163

RED REAL A I | 138.4.7.217

PROTEGER HONEYNET
X - ==
7

S " —— S ones
10.0.0.1 R =

FW /DS /IRS §  Linux
|

Linux

10.0.0.0/24 !

10.0.0.0/24 (

Linux Linux Linux Linux
Ubuntu 9.10 CentOS Ubuntu CentOS

Linux Linux Linux Linux
Ubuntu 9.10 CentOS Ubuntu CentOS

dit =l

UPM PARIS
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Proyecto Eurob6lX

¢ VNUML se desarrollo inicialmente en el contexto del
proyecto Euro6lX

» Diseno de un nuevo modelo de punto de
intercambio (IX) para IPv6 con asignacion de
direcciones basadas en IX

¢ Validacion " s . IX

ISP1 ISP2
basada en . S )| Layer 3 Mediation 1ue aqed
Function (L3MF) Services
Ay ]
a1
3 : Server [MMediato

VNUML:
N N - o e -T|
¢ Escenarios de |

Long Haul
Providers

hasta20 vms |z ‘@ & éé% #
E,’né- % "2 Cas
‘ Quagga’ BGP’ o~ Y Loéal Cuétomers (IXLC) B1

” RPSLng, etc s L;:::',.‘::;s:’c":s
C1 _

J{J j ! Remote I)ﬁustomers (IXRC) sSVM "9' '

UPM PARISEs'Y
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3GPP System Architecture Evolution (SAE)

¢ Plataforma de pruebas de " | ™ | &
escenarios 3GPP SAE multi-
dominio basados en movi-

lidad e IMS

» Open source IMS
» Movilidad IPv6 intra /
e interdominio UEO

¢ Disponible en la seccion de
ejemplos:
» http://www.dit.upm.es/vhuml

. | /
Movilidad interdominj d
UdP'Mt . . _— ovilidad inter ommgVMEQB’I
http://lwww.dit.upm.es/vhnumlwiki/index.php/3gpp-emulator
DIT-UPM, 2011 - ,
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Segur@: Escenario Red Corporativa

it

-

ru "&i nh hh Escenario virtual
A E 0 Rl L
Red exterior (br0) ( T
B
- ™y
.:ﬁ ‘h ‘:‘I ‘5\‘ .' r2 (NAT) Red prl\fada
exl-5 exl-6 ex}-T ext-8 3
As8] a8 .ar| s
Extnet _11 A2 .13 '
HHHS ol] 4 -
exi-1 exl-Z ext-3 axi-d m
Subnet1 TR oiha
N S
A 2
10000024 ) Intnet a
c dns
(2R r1 2 ;
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EDIV Demo in TridentCom 2009

EDIV: Building and Managing Distributed Virtualization
Scenarios in Federated Testbed Infrastructures

Formis Gakdn'. David Feméndeac, Jorge € Lipez de Vergara'. Franciecs Monstemat’, Mige Fermae®, Francisco J. Marti?
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 PASITO is the Spanish response to tm\
Future Internet challenge (a country-
wide version of GENI or FEDERICA)
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Escenario de la Demostracion: Red Corporativa
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